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| CATATAN

Sebelum melanjutkan ke tahap ini, sangat disarankan untuk melakukan backup guna

menghindari hal-hal yang tidak diinginkan.

| LANGKAH KERJA

A. Menggunakan CPanel

1. Register Thor Lite di https://www.nextron-systems.com/thor-lite/ dan akses link

yang dikirimkan pada email untuk download aplikasi dan lisensi. Download versi
Linux apabila menggunakan server Ubuntu.
2. Login CPanel dan buka file manager.

Buat folder baru sebagai tempat penyimpanan thor lite, misalnya “tools”.

Create Mew Folder| Cancel

4. Buka folder tools telah dibuat sebelumnya dan upload file thor lite beserta

lisensinya.

P File Upload

Select the file you want to upload to “/home/n1574128/tools".

Select File
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5. Lakukan Extract pada file thor lite.

@
P v 25
% File % Fold o & Lupload LDownload X e [ i rd @ Extract o s
# @ €
80 byt 61ATPM x-ge 44
46 MB Today, 6:17 PM ki 644

6. Buka terminal CPanel, lalu masuk ke folder tools dan jalankan perintah berikut:

J/thor-lite-linux -a Filescan --intense -norescontrol -cross-platform -

alldrives -p /home/

Terminal

n1574128@srv127:~/tools

7. Setelah proses scanning thor lite selesai, maka di dalam folder tools akan
terdapat file yang ber-ekstensi html yang merupakan file hasil dari proses

scanning, kemudian download file tersebut.

R
v Bse
+File < Folder DcCopy < Move JLupload HEDownload X Delete BRename #Edit [E'HTMLEditor JPermissions @ View # Compress
# A -
onfig 4KB Jun 18, 2024, 5:49 PM hitpd/unix-directory
custor 4KB Jun 0755
docs 4KB Jun 0755
ign: 4KB Tods 0755
4 KB un 55
B - 6,68 K un 544
B ies_mas.csv G0ibytes  Today, 648 P extx generic
@ nor 2024-07-12_1742 himi textihimi 0664
B s 2024.07-12_1742 01 extipian
. B o 20240620-20241221 lic St/ 44
B extxg
+ B
N B 55
+ B 544
+ B 44
+
. B 55
+m tmy B 44
tools
B = 44
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8. Buka file .html yang telah di download sebelumnya untuk menampilkan hasil dari

scanning thor lite.

THOR Scan Report

ion
Thor

Version 107.16

sTv127.niagahoster.com

Filescan

Signature 2024/07/11-174127
Database

Start Time Fri Jul 1217:42:54 2024

End Time Fri Jul 12 17:48:20 2024

IP Addresses [

1574128

Admin rights [l

Platform Linux

L] srv127.niagahoster.com_thor_2024-07-12_1742.txt

alse Positive |1
Filters Applied

Scan D S-8¥xlkeJeGFk

3

LU -path /home/ -alldrives ~cross-platform ~intense -norescontrol -module

Filescan 5

‘docs folder. For a special license that covers these cases, allows Sigma scanning and suppresses this message, please contact our sales via

E: l €
Scan Informat

Alerts

[ -

Filte You can provide a file (filter file) with regular expressions 1o suppress false
positives

Select text and use the context menu to filter / select / lookup strings

Click on a module to filter for all events from that module.

No filters applied
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B. Menggunakan SSH

1.

Register Thor Lite di hitps://www.nextron-systems.com/thor-lite/ dan akses link

yang dikirimkan pada email untuk download aplikasi dan lisensi. Download versi

Linux apabila menggunakan server Ubuntu.

Command Prompt

C:\Users\MAR\Downloads\Thor>pwd
/c/Users/MAR/Donnloads/Thor

C:\Users\MAR\Downloads\Thor>ls -alt

total 37u68

drwxr-xr-x 1 MAR 197121 8 Jul 12 16:1

drwxr-xr-x 1 MAR 197121 ® Jul 12 16:13 ..

-rw-r--r—— 1 MAR 197121 38234535 Jul 12 14:13 thorle.7lite-linux-pack.zip

-ru—r—r— 1 MAR 197121 880 Jul 12 11:36 thor-lite-3U7Ullb5a-e710708c-202U0620-20204122]1. lic

C:\Users\MAR\Downloads\Thor>|

Buka aplikasi terminal / cmd dan arahkan ke folder tempat aplikasi dan lisensi

thor berada.

%] Command Prompt b4 5 persandian@sandikami: ~ftoc X + -
$ pwnd

/home/persandian/tools/thor

Kirim file aplikasi thor lite beserta lisensi dari Local ke Remote Server melalui
SSH

e Buat terlebih dahulu folder tools/thor di remote server, agar terlihat rapi.

e Kirim file dengan menggunakan metode scp seperti contoh perintah di

bawah ini:

scp -P 22123 thor-lite-34744b5a-e710708c-20240620-20241221.lic
persandian@sandikami.diskominfo.sultengprov.go.id:/home/persandi

an/tools/thor

Command Prompt x P& persandian@sandikami: ~/too X S 550

C:\Users\MAR\Downloads\Thor>pwd
/c/Users/MAR/Downloads/Thor

C:\Users\MAR\Donnloads\Thor>ls -alt

total 37U68

drwxr-xr-x 1 MAR 197121 € Jul 12 16:13 .

drwxr-xr-x 1 MAR 197121 8 Jul 12 16:13 ..

—rw-r——r—— 1 MAR 197121 38234535 Jul 12 14:13 thorl®.7lite-linux-pack.zip

-rw-r—-r—— 1 MAR 197121 880 Jul 12 11:36 thor-lite-3U7Ulb5a-e710708c-202U0620-202U1221.1ic

C:\Users\MAR\Downloads\Thor>scp —-P 22123 thorl®.7lite-linux-pack.zip persandian@sandikami.diskomi
nfo.sultengprov.go.id: /home/persandian/tools/thor
persandian@sandikami.diskominfo.sultengprov.go.id's password:

thorl®.7lite-linux-pack.zip 1ee% 36MB U.1MB/s ©00:08

C:\Users\MAR\Downloads\Thor>scp -P 22123 thor-lite-3U74lb5a-e710708c-202U0620-202U122]1.lic persan
dian@sandikami.diskominfo.sultengprov.go.id:/home/persandian/tools/thor
persandian@sandikami.diskominfo.sultengprov.go.id's password:
thor-lite-3U7Ulb5a-e710708c-202U0620-202U1221 . lic 1e0% 880 5U.0KB/s 00:080

C:\Users\MAR\Downloads\Thor>|

Keterangan:

o scp: Perintah untuk menyalin file secara aman melalui SSH.

o =P 22123: Menentukan port SSH yang digunakan untuk koneksi (dalam
hal ini, port 22123).
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o thor-lite-34744b5a-e710708c-20240620-20241221.lic: Nama file local
yang akan disalin.

o persandian@sandikami.diskominfo.sultengprov.go.id: Informasi
username dan alamat domain

o /home/persandian/tools/thor: Path direktori tujuan di remote server di

mana file akan di salin.

4. Lakukan unzip pada file aplikasi thor10.7lite-linux-pack.zip dengan perintah
berikut:

unzip thor10.7lite-linux-pack.zip

%] Command Prompt K 2 persandian@sandikami: ~ftoc X o B

$ pwd

/home/persandian/tools/thor

$ 1s -alt
total 37352
-rw-rw-r-- 1 persandian persandian 880 Jul 12 ©8:48 thor-lite-3uTUlb5a-e710708c-202U0620-202
41221.1ic
druxrwxr-x 2 persandian persandian 496 Jul 12 ©8:U8
-rw-rw-r-— 1 persandian persandian 38234535 Jul 12 ©8:U8
drwxrwxr-x 3 persandian persandian 496 Jul 12 88:u2
3 $ unzip thorl®.7lite-linux-pack.zip
Archive: thorl®.7lite-linux-pack.zip
creating: signatures/
creating: signatures/iocs/

inflating: signatures/iocs/keywords.dat

inflating: signatures/iocs/filename-iocs.dat

inflating: signatures/iocs/c2-iocs.dat

inflating: signatures/iocs/otx-hash-iocs.dat

inflating: signatures/iocs/hash-iocs.dat

inflating: signatures/changes.log

creating: signatures/yara/

inflating: signatures/yara/thor-lite-meta.yas

inflating: signatures/yara/thor-lite-log-sigs.

5. Lakukan scanning aplikasi thor lite dengan menggunakan perintah berikut:

J/thor-lite-linux -a Filescan --intense -norescontrol -cross-platform -

alldrives -p /home/

%] Command Prompt B persandian@sandikami: ~ftoc X st B2 - m]

3 $ ./thor-lite-linux -a Filescan --intense -norescontrol —cross-p
latform -alldrives -p /home/
U&KdS Some modules and features are not available in Lite version and will be disabled
(LI$HdS This THOR Lite license permits non—commercial use only. It is strictly prohibited to sell
THOR Lite or sell services that include the use of THOR Lite. For details, see the EULA in the ./
docs folder. For a special license that covers these cases, allows Sigma scanning and suppresses
this message, please contact our sales via https://www.nextron-systems.com/get-started/

APT Scanner

Version 10.7.16 (202U-06-18 0OU:U1:28)
(c) Nextron Systems GmbH

Lite Version
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%] Command Prompt b4 B persandian@sandikami: ~ftoc X S

NER: persandian GROUP: persandian
REASON_1: YARA rule WEBSHELL_PHP_Dynamic_Big / PHP webshell using $a($code) for kind of eval with

YARA Rule MATCHED_1 xBa\xBanamespace Spatie‘\\lLaravelIgnition'
DumpR" at @x@ Str2 nespace Spatie\\LaravelIgnition\\Recorder
s\\Du" at 8x8® Str3: "$handler($ B if ($handler) E $han
dler($value);\xBa Hxda Hx0a\xda public " at ©x138 RULEDATE_1: 202
1-02-07 TAGS_1: EXE, FILE, T1e33, T1087_002, T1505_003, WEBSHELL RULENAME_1: WEBSHELL_PHP_Dynamic
_Big AUTHOR_1: Arnim Rupp (https://github.com/ruppde)
REASONS_COUNT: 1
DURATION: SCANNED_ELEMENTS :

Results
ALERTS: © WARNINGS: 5 NOTICES: 5 ERRORS:

=T Thor Scan finished END_TIME: Fri Jul 12 ©9:15:07 2024 ALERTS: @ WARNINGS: 5 NOTICES: 5 ERR
ORS: 1
$ |

Keterangan:

o =p /home/: path direktori /home/ sebagai target pemindaian

6. Kirim file ber-ekstensi html yang merupakan file dari hasil scanning thor lite ke

local.

e Akses direktori local menggunakan terminal untuk menentukan tempat
dimana file hasil scanning thor lite akan di simpan dan jalankan perintah

seperti berikut:

scp -P 22123
persandian@sandikami.diskominfo.sultengprov.go.id:/home
/persandian/tools/thor/sandikami_thor_2024-07-12_0913.html .

S EEEEERR———..—.

Command Prompt x B persandian@sandikami: ~ftoo X + -

|
‘C:\Users\MAR\Downloads\Thor>pwd
/c/Users/MAR/Downloads/Thor

C:\Users\MAR\Downloads\Thor>scp -P 22123 persandian@sandikami.diskominfo.sultengprov.go.id:/home/
persandian/tools/thor/sandikami_thor_2024-87-12_8913.html .
persandian@sandikami.diskominfo.sultengprov.go.id's password:

sandikami_thor_202u4-87-12_8913.html 100% 52KB  2.9MB/s 00:00

C:\Users\MAR\Downloads\Thor>|

Keterangan:

o scp : Perintah untuk menyalin file secara aman melalui SSH.

o =P 22123 : Menentukan port SSH yang digunakan untuk koneksi (dalam
hal ini, port 22123).

o persandian@sandikami.diskominfo.sultengprov.go.id : Informasi
username dan alamat domain.

o [Ihome/persandian/tools/thor/sandikami_thor_2024-07-12_0913
.html : Path direktori tujuan di remote server di mana file akan di kirim.

o .. Direktori tujuan di mesin local (dalam hal ini, . menunjukkan direktori

saat ini).
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e Buka file html hasil dari scanning thor lite untuk melihat hasilnya.

4L

J > Downloads > Thor

Name

B Desktop - - Today

L Downlo P sandikami_thor_2024-07-12_0913.html
ownlo,
Documents

-20240620-20241221.lic
Yictures

THOR Scan Report

m Thor Filescan 3

sandikami 6

—~path /home/ —alldrives ~cross-platform —intense ~norescontrol -module
Filescan

Signare [EUel LONRRETEY]
= N
i Jul 12 09:13:40 2024 Use Ctrist (Windows/Linu) or %+1 (mac0S) to return to the top of the page

Fri Jul 12 09:15:07 2024
10.10.10.123
—— Hint 1 Select text and use the context menu to filter / select / lookup strings

EZERN i on & module to filer for all events from that module,
Ubuntu 22.04.4LTS

T soncikami.thor_2024-07-12.0913.txt

0
Filters Appl

Scan 1D STpgRIEGVGK

S I

You can provide a file (~filter file) with regular expressions to suppress false
positives

ﬁ§
g
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