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| PENDAHULUAN

Thunderbird adalah aplikasi klien email open-source yang dikembangkan oleh
Mozilla Foundation, yang juga dikenal sebagai pengembang Firefox. Aplikasi ini
dirancang untuk membantu pengguna mengelola email mereka dengan mudah, efisien
dan menerapkan berbagai fitur keamanan, termasuk enkripsi pesan dan perlindungan

terhadap spam dan phishing.

catatan: harus menggunakan email ".go.id".

| LANGKAH KERJA

A. INSTALASI THUNDERBIRD & KONFIGURASI AKUN

1. Buka browser, kemudian download aplikasi thunderbird melalui link di bawah ini:

https://www.thunderbird.net/en-US/download/

catatan: pada pilihan “operating system’, sesuaikan dengan jenis sistem operasi yang

anda gunakan.
2. Instal aplikasi thunderbird seperti menginstal aplikasi pada umumnya dan tunggu

sampai proses instalasi selesai.

hile Mozilla Thunderbird is being installed. o

Instaling Thunderbird

3. Buka aplikasi thunderbird, kemudian klik menu “Account Settings’

About Mozilla Thunderbird

s the nd cal or Thunderbird is funded
donation. The best way

Resources
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4. Pada menu 'Account Actions’ pilih "Add Mail Account’

B9 Local Folders.

v 19 Local Folders
Junk Settings
e

Local Folders

Message Storage

[CJ Empty Trash on Exit

¥ ¢ Store Type:
T — Local Directory: | C:\Users\aec\AppData\Roaming\Thunderbird\Profiles\m3i0Sguw default-esr\Mail\Local Folder
Add Chat Account

Add Eeed Account...

Add Newsgroup Account.

Account Actions

£ Thunderbird Settings

& Add-onsand Themes

5. Masukkan nama, email dan password yang akan anda gunakan. Kemudian klik

“continue’

ES Local Folders @ Account Settings X [ Account Setup

Set Up Your Existing Email Address

se your I address fill red
Il automat; r d recommenc configuration,

Your full name
PERSANDIAN DKI

Email

persandian@diskominfosultengp

Cancel Continue

6. Pilih IMAP" pada konfigurasi "Available Configurations' kemudian klik ‘Done’

[ Local Folders @ Account Settings (R Account Setup

persandian@diskeminfosultengp id

er password

v Configuration found by trying common server names.
Available configurations

O IMAP
Keep your folders and emails sy

B Incoming mar ssyms
minfo.sultengprov.go.id

SMTP SSUTLS
minfo.sultengprov.go.id

Username:
persandian

our computer

Cancel
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7. Jika proses penambahan akun berhasil, maka akan tambil pesan informasi

‘account successfully created’

3 Local Folders @ Account Settings X [® Account Setup

Account successfully created

You can now this account with Thunderbird

You can improve the experience by connecting related services and configuring advanced account settings,

# End-to-end encryption

Account settings
Add a signature Download dictionar

Connect your linked service:

of your Thur
Connect to a CardDAV address book
Connect to an LDAP address book

Connect to a remote calendar

Finish

KONFIGURASI END-TO-END ENCRYPTION
1. Masuk ke "Account Settings’

persandian@di info.sultengprov ) Account Settings. x

+ NewMessage

persandian@diskominfo.sultengprov.go.id

persandian@diskominf

il Manage m

Archive Set Up Another Account

spam

@ Trash

Email Book Calendar
Local Folders

Newsgroups

Import from Another Program
mail addr
ms

.
her mail programs and common address b

Import

About Mozilla Thunderbird

n will donation. The best way f

BB persandian@adiskominfo.sultengprov.« Account Settings

End-To-End Encry

v B8 persandian@diskominfo sultengprov.go.d *
Server Settings Without end-to-end encryption the conter

To send encrypted or digitally

Filelink.

Thunderbird is funded by users like you! If you like Thundert
ensure Thunderbird remains

Select your personal key to enable the use of OpenPGP, or your personal certificate to enable the use of

personal key or certificate you own the co
Junk Settings Learn ¢

ponding

ynchro ~
OpenPGP
End-To-End Encryption

Thunderbird doesn't have a personal OpenPGP key for

Return Receipts
persandian@diskominfo.sultengprov.go.

Local Folders

Junk Settin

enPGP Key Manager to view and manage pi

rver (SMTP) OpenPGP Key Manager

S/MIME

Personal certificate for digita

Personal certificate for enc
€3 Thunderbird Settings

% Add-ons and Themes
& / fi MIME Security Devices

MIMF certificate nenerate a Certificate Sianina Requ
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3. Pilih "Create a new OpenPGP Key', kemudian klik tombol "Continue’

BB persandian@diskominfo.sultengprov.s €3 Account Settings

@ If you have an existing personal key for this email addre:

Otherwise you will not have access to your arch

read incoming encrypted

O Create a new OpenPGP Key

© Import an existing OpenPGP Key

Continue

4. Lakukan konfigurasi PGP Key :
e Key Expiresin : 2 Years
o Key Type : RSA
e Key Size : 4096

you should import it

Cancel

Klik "Generate Key' jika telah selesai melakukan konfigurasi

BB persandian@ diskominfo.sultengprov Account Settings

Generate OpenPGP Key

Identity = PERSANDIAN DKIPS SULTENG <p

Key expiry
Define the
pires in

Cey does not expire

Advanced settings

Control the advanced settings of your OpenPGP Key.
Key typ SA Y

Ki

Generatekey  Go back

R - K

BB persandian@diskominfo.sultengprov.c ccount Settings

sultengprov.go.id> - persan

tion time of your newly generated key. You can later control the date to extend it if

Cancel

@ Key generation may take up to several minutes to complete. Do not exit the application

while key generation is in progress. Actively browsing or performing disk-intensive

operations during key generation will replenish the ‘randomness pool* and speed-up the

process. You will be alerted when key generation is completed

Generate public and secret key for PERSANDIAN DKIPS SULTENG

*persandian@diskominfo.sultengprov.go.i

Cancel Confirm
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6. PGP Key berhasil dibuat

persandian@diskominfo.sultengprov € Account Settings

v BB persandian@diskominfo.sultengprov.go.id # End

Server Settin Without end-to-end encryption the conten ed to your en

To send encrypted or digitally signed messages, you need to configure an eneryption technology, either OpenPGP or

Composition & Addr Select your personal key to enable the use of OpenPGP, or your personal certificate to enable the use of AIME. For a
personal key or certificate you own the cof
Junk Settin
ynchror _
OpenPGP
End-To-End Encryption
nderbird nd 1 pers: o] 'GP key associated wi
T P Thunderbird found 1 personal OpenPGP key associated with
=) persandian@diskominfo.sultengprov.go.id
D3 Local Folders

Vour current configuration uses key ID OxEA18B26B16F73D6F L
Junk Settings ?

/' OpenPGP Key created successfully!
r (SMTP)

dd Key...

Account Actions

2 Thunderbird Settings
erver allows others to d . Publish
@ & Add-ons and Themes

OpenPGP Key Manager to view and manage pi fy and all other keys not listed above.

C. PENGIRIMAN PGP KEY

1. Pilih PGP Key yang telah dibuat, kemudian klik simbol “v*, dan klik ‘'more’

persandian@diskominfo.sultengprov €) Account Settings

2 persandian@diskominfo.sultengprov.go.id

3 persandian@diskominfo sultengprov.go.id * Your current configuration uses key ID OxEA18B26B16F73D6F L
Server Settin
/ OpenPGP Key created successfully!
Copies & Folders
Comp
None
Do not use OpenPGP for this identity
End-To-End Encryption
Return Receipts O OxEA18B26B16F73D6F
v 3 Local Folders
Junk Settings Publishing the public key on a keyserver allows others to discover it.  Publish
Fingerprint
r (SMTP)

Created

%, Key Properties
Account Actions
enPGP Key Manager to view and manage public keys of your c s and all other keys not listed above.
53 Thunderbird Settings
OpenPGP Key Manager

& & Add-ons and Themes

S/MIME

B8 persandian@diskominfo.sultengprov

dd Key...
Your current configuration uses key ID OXEA18B26B16F73D6F L

~/ OpenPGP Key created successfull

End-To-End Encryption
Return Receipts

¥ B3 Local Folders

ST Publishing the public key on a keyserver allows others . Publish

Fingerprint C21A 9EAB F410 B4D
rver (SMTP)

Created

=\ Key Properties More ¥

Account Actions Copy Public Key.

end Public Key Via Email
Use the OpenPGP Key Manager to view and manage public keys of your c ondents and all other keys| Export public Key To File
5 Thunderbird Seftings
OpenPGP p Secret Key To File

o B s Tane

Revoke Key
S/MIME Delete Key
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3. Kirim PGP Key email 1 ke email 2

Contoh: email 1 : persandian@diskominfo.sultengprov.go.id

email 2 : csirt@sultengprov.go.id

- [m]

U Attach | v

Paragraph
stion & Addressin'—— "

PGP Key|

& Storag
End-To-End Encryption
Return Receipts

~ [3 Local Folders

Junk Set

B Outgoing Server (SMTP)

Account Actions

B

(3]

+ NewMessage

ian@diskominfo....

6]

PGP Key

> 0 1attachment:

4. Untuk email 2, diharuskan juga untuk mengirim PGP Key ke email 1 agar fitur
End-To-End Encryption dapat digunakan saat saling mengirim pesan. kemudian

simpan file PGP Key yang dikirim oleh email 2

PGP Key

kirim pgp key

Ox9A499FCO4F:
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B - repkey
File Home Share

« v 4 B> Thispc

D. PENGIRIMAN PESAN TER-ENKRIPSI
1. KIlik ‘'New Message’

B8 persandian@diskominfo.sultengprov @ Account Settings X I8 Settings

+ NewMessage persandian@diskominfo.sultengprov.go.d

v [ persandian@diskominfo....

v 8 Archive Set Up Another Account

03 2024
Email Address Book Calendar

@ Trash Newsgroups

v [ Local Folders

Import from Another Program

Import

ites testing pesan terenkripsi - Thunderbird
File Edit View Insert Format Options Security Tools Help
51 Encrypt @) OpenPGP | v 2 Spelling
From  PERSANDIAN DKIPS SULTEMC rsandian
To ‘ c

Subject | testing pesan tersnkripsi
Paragraph ™ || Variable Width E TT.T~B I Y k&

testing pesan terenkripsi|

€3 Account Settings

3. Jika setelah meng-klik ‘encrypt’ muncul pesan seperti gambar di bawah, klik

‘resolve’

% End-to-end encryption requires resolving key issues for csit@sultengprov.go.id.

Panduan Pembangkit dan Penggunaan PGP Key
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4. KiIik “import public keys from file

OpenPGP Key Assistant

Cannot Encrypt

To encrypt, you must obtain and accept a usable key for one recipien

csirt@sultengprov.go.id

. . Resolve...
A found, but it hasn't been accepted yet.

Discover Public Keys Online... Import Public Keys From File...

juires that the ontains a user I with a matching email

Disable Encryption

MName
OneDrive - Personal

E Documents
Downloads
Music

B Pictures
fideos
= Window

% Google Dri

¥ Network

6. Pilih "accepted’, kemudian klik “import’
¢

The file contains one public key as shown below:

1D: 0x9A499FCO4FS17T0F Fingerprint: 8310937189F55ACC682A44369A499FCO4F51770F
CSIRT Provinsi Sulteng < csit@sultengprov.go.id>

Do you accept this key for verifying digital signatures and for encrypting messages, for all shown email addre

© Not accepted (undecided)

Accepted (unverified)

Import Cancel
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7. PGP Key berhasil di-import, klik "ok’

#® Success! Keys imported

CSIRT Provinsi Sulteng <csirt@sultengprov.go.id>

4096 2,920,

8810 937 89F5 SACC B3ZA

4436 QAL G9FCO 4F31 TT0F

8. Pesan bahwa pengiriman pesan yang ter-enkripsi antara email 1 dan email 2
sudah dapat dilakukan

OpenPGP Key Assistant

This message can be encrypted. You have usable and accepted keys for all
recipients.

Close

9. KIik 'send’ untuk mengirim pesan, dan pastikan fitur encrypt telah aktif

rite: testing pesan terenkripsi - Thunderbird
File Edit View Insert
| ﬁ Send | ‘ \‘il Encrypt §E| Contacts
From
To
Subject | testing p

Paragraph ™ || Vari | E‘ TT. T~ B I U &

testing pesan terenkripsi|

catatan:

. : Fitur enkripsi belum aktif

. | & Encrypt | : Fitur enkripsi sudah aktif
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10. Contoh pesan ter-enkripsi yang telah terkirim

testing pesan terenkripsi

testing pesan terenkripsi

> 0l 1 attachment: OpenPGP_xEAT8B26816F73D6F.asc 3.2 KB

catatan:

o : tanda bahwa email yang dikirim telah terenkripsi
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